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Cloud computing is one of the fast-growing technologies in recent times. People are
adopting cloud services often and they do not possess any other substitute for its
services. At the same time, users have to be aware of privacy and security issues in the
cloud environment. Due to the distributed nature of cloud computing, multi-domain
support, and multi-user platform, the cloud-based system is more vulnerable to security
threats. Security threats can be distributed denial of service attacks and intrusion
prospects. Thus, organizations need to have techniques like intrusion detection as well
as prevention, firewalls, encryption, authentication, etc. for securing the stored
information on the cloud. Intruders attempt to identify loopholes to break security. For
that, organizations are adopting the system for intrusion detection and prevention to
provide privacy and security in the cloud environment. Attacks whether internal or

external must be prevented and thus it is significant to adopt the technique of preventing
and detection system for identifying intrusion. Therefore, this research intends to study

. i . the prevention and detection of intrusion in the cloud environment.
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1. INTRODUCTION

Intrusion Detection System (IDS), also referred to as the ‘functionality of
firewall’ Vinchurkar and Reshamwala (2012), acts as the key element of system
security. Itis used to identify the activities of the malicious in the computer network.
A simple intrusion detection system contains the database, configuration, detector,
counter measure, and information system. The intrusion detection system is
classified based on the host-based and network-based IDS. The host-based intrusion
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detection system is associated with the audit logs and the data source system calls.
[t also helps to analyze the binaries, password files and other activities related to the
host. In network-based intrusion detection system buffer overflow attacks and
denial of service attacks are analyzed. In addition to these, the attacks are detected
by the host-based intrusion detection system and the network-based intrusion
detection system Hassan (2013). An Intrusion Detection System is today one of the
best technologies in network security. Support vector machine (SVM), kernelized
support vector machine (KSVM), extreme learning machine (ELM), and kernelized
extreme learning machine (KELM) are some of the essential techniques used in the
intrusion detection system. The ultimate goal of intrusion detection is to predict
security violations in information systems. Data mining is used to maintain and
update the models in the intrusion detection system by detecting fraud and fault
alarm management Jaiganesh et al. (2013). An IDS protects a system from
compromise, attack, and misuse. It helps to monitor the network activity,
vulnerabilities of system configurations, analyzing the data integrity, and audit the
network. It also has the tendency to monitor, detect and generate the alert.

2. NEED FOR DETECTING INTRUSION IN CLOUD BASED
SYSTEMS

IDS is used to detect threats and give more security in the cloud environment.
[t prevents the distributed denial of service (DDOS) attack in the cloud system. IDS
acts as firewall security in which it protects the system from various malicious
attacks on the internet. It is used to break in through the firewall security and it also
tries to keep the system on the trusted side of security. Moreover, the IDS is used to
automate the monitoring process and it also produces reports to the station of
management. IDS focuses the network traffic and suspicious activity which activates
an alert to the network administrator to prevent the causes. Signature-based
intrusion detection systems monitor the packets on the network and detect the
malware in an efficient manner. Intrusion detection systems are like software and
hardware mechanisms that detect anomalous activities for further investigations
Megha and Meniya (2013). IDS has played an important role in grid security
management. It is used to detect unknown intrusions, known intrusions, and other
kinds of dangerous events, apart from detecting threats and attacks but sometimes
it gives false alerts. Grid systems support the security policies for the data grid and
help to prevent future attacks inside the computing environment. The IDS systems
for service grid integrate resources of node detection in the computing application
Kodada (2011). An IDS can help the Cloud Management Platforms (CMPs) to provide
secured services. Benefits of CMPs and a comparative study of features provided by
major CMPs like OpenNebula, CloudStack, Eucalyptus and OpenStack was done by
Bedi et al. (2018).

3. IMPACT OF INTRUSION ON THE PERFORMANCE OF CLOUD
BASED SYSTEMS

The cloud computing intrusion detection system is used to integrate knowledge
and behaviour analysis to detect intrusions. The computing environment is the
target for intruders to exploit. The intruders can use malicious codes to attack the
system. Intrusion detection system offers high and additional security measures for
these kinds of environment by analyzing the configurations, network traffic, and
attack behaviour of the user. IDS can be induced and distributed in the grid and
cloud computing environment to provide firewall security. It also has the capability
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to detect the attack in each node in the cloud-based system. It also alerts every node
in the computing environment and this communication creates an impact in the
communication mechanisms Ram et al. (2012). Attacks are not visible to host-based
intrusion detection systems. The intrusion detection service has used the two
approaches such as the performance approach and the information approach. The
performance approach is used to compare the user actions to the usual behaviour.
The information approach is used to notice certain sequences of actions which also
represent an attack. Finally, the intrusion detection system is used to improve
energy efficiency and security in the cloud-based environment. Deep et al. (2020)
estimated energy consumption of a virtualized server in a data centre.

4. REVIEW OF EXISTING TECHNIQUES FOR INTRUSION

DETECTION IN CLOUD BASED SYSTEM

According to Tayyebi and Bhilare (2015), signature detection, anomaly
detection and soft computing-based detection are the techniques used to
detect intrusion in the cloud based system. Signature based detection is
used to attain high levels of accuracy and it decreases false positives. It acts
as an efficient solution to detect known attacks in the cloud. This technique
is easy to maintain and update the preconfigured rules. These signatures
are associated with several elements which identify the traffic. The
signature-based detection techniques are used at both the front end and
back end of the cloud to detect external and internal intrusions. It cannot
detect an unknown attack in the cloud. Data mining and statistical
modeling are different ways to deal with anomaly detection problems.
Anomaly detection techniques have the ability to decrease the false alarm
for known and unknown attacks. The large numbers of network level and
system level events in the cloud are difficult to monitor by using the
anomaly detection technique. This is considered as the biggest
disadvantage of this anomaly technique. Apart from these techniques,
there are many soft computing techniques are artificial neural network
(ANN), fuzzy logic, association rules mining, etc. These soft computing
techniques are used to improve the efficiency of signature and anomaly
detection-based intrusion detection system.

According to Padmakumari et al. (2014), hot based intrusion detection
system (HIDS) and network-based IDS (NIDS) are the major classifications
of the intrusion detection system. HIDS are used to monitor the packets to
and from individual devices on the network. Further, it determines the
system resource accessibility. Apart from these, the NIDS is an intrusion
detection system used to analyze the flow of the network and it also
determines illegitimate access to a network of computers. It is also used to
examine the information from the communication of the network. Authors
have listed some of the existing techniques such as SNORT, OSSEC, OSSIM,
Suricata, Bro, BASE and Sguil. The Suricata is the open source-based
intrusion detection system (IDS) and the Bro technique is the Unix-based
IDS.

Modi et al. (2013) investigated some of the intrusion detection techniques
in the cloud. Signature based detection or Misuse based detection, anomaly
detection; and many soft computing techniques such as artificial neural
network (ANN) based detection, Fuzzy logic-based IDS, Association rule
based IDS, Support vector machine (SVM) based intrusion detection
system (IDS), Genetic algorithm (GA) based IDS and hybrid technique.
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These techniques are used to improve the detection accuracy and the
signature-based intrusion detection system efficiency. Anomaly detection
technique has the tendency to lower the false alarm rate for unknown
attacks. Fuzzy logic-based intrusion detection system is used for
quantitative features, and it also provides better flexibility to some
problems. SVM based intrusion detection system can handle many massive
features and it can correctly classify the intrusion. Genetic Algorithm based
IDS has better efficiency which is used for cloud-based system, and it is
used to select the correct features for detection.

Kumar and Naik (2013) investigated the cloud-based intrusion detection
system. The authors have focused on two techniques of intrusion detection
techniques such as misuse detection systems (MDSs) and Anomaly
detection systems. These two systems are used to identify the intrusions
most accurately. The misuse detection system is used to recognize known
bad behaviour. The expert system, key stroke monitoring, and pattern
matching are some of the methods which are used in the misuse detection
technique. An expert system is used to separate the rule matching phase
from the action phase. This expert system component encodes the attack
patterns and known scenarios. Key stroke monitoring act as a simple
technique that is used to monitor the keystroke for attack patterns. The
pattern matching encodes the known intrusion signatures which are then
matched against the audit data. This implementation makes some of the
transitions on certain events which are called as labels and the Boolean
variables are called as guards which can be placed at each and every
transition.

Raghav et al. (2013) studied intrusion detection and prevention in the
cloud environment. The authors have focused on the three techniques of
the intrusion detection system in their study. They are misuse or signature-
based detection, anomaly based detection and the hybrid detection. The
misuse or signature-based detection is extremely accurate for the known
attacks. It has the tendency to produce a false alarm. This technique covers
the range of unknown attacks. This type of signature is easy to create and
understand and it has the ability to detect intrusion and it cannot detect
novel attacks. The efficiency of misuse-based detection decreases with the
increase of new attacks because the signature based intrusion detection
system creates a new signature for new attack. But the anomaly-based
detection technique is used to identify the abnormal behavioural patterns
on the network. The anomaly detection techniques have the ability to
detect novel attacks and it can add new rules without altering the existing
ones. The hybrid detection techniques are a combination of the anomaly
detection technique and the signature-based detection which is used to
detect intrusion in the cloud environment. It is less dependent on the
operating environment.

Shelke et al. (2012) studied the intrusion detection system for cloud
computing. The intrusion detection system is used to improve security
measures by examining the logs, configurations, and traffic of the network.
Traditional intrusion detection systems (IDSs) are not suitable for cloud
environments in which the network-based IDS (NIDS) and host based IDSs
cannot have the tendency to detect the encrypted node communication.
The storage holds behavioural and knowledge-based databases that are
used in the cloud environment. The IDS prototype with simulation is used
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for real implementation in the cloud environment. The audited data send
to the IDS service core which is used to analyze the intrusion of data and
alarm. The intrusion detection message exchange format (IDMEF) has been
used for communication between the different sensors of the intrusion
detection system.

5. PROPOSED TECHNIQUE FOR DETECTION AND
PREVENTION OF INTRUSION IN CLOUD

This study examines the Hidden Markov Model which can be used to detect and
prevent intrusion in the cloud. This model can reduce false alarm in the cloud
environment. Accuracy, false alarm rate, and detection rate are also used to evaluate
the performance of the intrusion detection system. Zhang et al. (2020) proposed an
IDS using the feature selection method to improve detection accuracy and efficiency.
Prasad et al. (2020) presented an IDS technique based on feature selection in their
article. Using rough set theory, they reduced the number of features to half of the
original set. They demonstrated in their work that feature selection can reduce
system complexity while improving system performance. The HMM (Hidden
Markov Model) can be deployed as a kind of topology and statistical parameters. It
is probable for converting the action of a user into the appropriate dataset and train
it. Then the trained data are adopted for further prediction.

The steps followed in the proposed system are:

1) Build a simulation environment for the cloud which involves an active
quantity of data centers and users.

2) The transmitter can transmit packets to data center when establishing the
cloud environment.

3) Choose the dataset on which testing and training of detecting intrusions is
performed.

4) Train the dataset for input after finishing training it will create numerous
rules.

5) After that, Hidden Markov Model is started with definite parameters at the
broker cloud level or server.

6) Quantity of states involved in the model will rely on the clients in the cloud.

7) After that, the client initiates packet distribution to the data center, then
the hidden markov model initiates computing the probability of every
packet in the state of transition. At the same time, if any packet probability
exceeds the already defined value for the threshold; then a system for rule
is developed based on the feature values of the intrusion detection system
dataset.

8) And then finally based on the value for the threshold, remove the packets.

A hidden markov model involves 5 tuples:

e Srepresents the number of states present in the model A {A1, A2, A3, A4,

A5...}
e represents the number of symbols in the observation B {B1, B2, B3, B4,
B5...}

e T denotes state probabilities in the transition
e Drepresents each state's distribution
e [l denotes the initial distribution of the state.
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Preliminary probability of transition from one state Al to another state A2 ata
specific occurrence of time e+1 relies on the state at time e based on hypothesis of
markov that is.

Qij=8 (qex1=Tj@c 1)

Probabilities of states transition is independent of the original time application
where transition occurs based on the fixed hypothesis that is.

g (Ae+1=Tj| @1=Ti) = g(Qes2=Tj| a1=T11)

Let n is the number of packets p transmit at a specific transition at specific time
occurrence.

Calculate every state transition step which is most probable a;, 1< i < e for the
observation hji, 1< i < e, state transition probability §e are computed with the help
of viterbi algorithm of hidden markov model.

After every transition step, compute the common probability of every packet to
the transferred to every step A.

Average state probability are computed with the help of

Savg = Zp:lA SZ(i)/T

Condition is checked that is if the average state of the probability is less that
value for threshold then the intrusion is identified in the packet.

6. CONCLUSION

This study examines various techniques used in the intrusion detection of the
cloud environment. The study found that the Hidden Markov Model can be used to
detect and prevent intrusion in the cloud. It can be used as an alternative option to
incorporate the detection and prevention technique into cloud-based environment.
In this study, the HMM (Hidden Markov Model) can be deployed as a kind of
topology and statistical parameters. It is probable for converting the action of the
user into an appropriate dataset and train it. Then the trained data are adopted for
further prediction.
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